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Abstract. Academic credential verification is a critical process that 
almost all individuals have to go through at some point in their lives. 
Proving the validity of one’s academic qualification is not just 
important to land a job at a reputed organization, but also becomes 
relevant when moving across geographical borders, whether for 
higher education, or for work. Conventional academic credential 
verification systems are exhaustive, time-consuming, costly, and do 
not serve their purpose effectively. The incidents related to distortion 
of facts in credentials can be attributed to traditional manual and 
paper-based processes that are unfortunately prone to forgery and 
human error. Academic institutions incur significant administrative 
and storage costs when it comes to securing and maintaining records 
of their students. Additionally, employers spend a lot of time and 
money in the process of verifying academic records of potential 
candidates. Furthermore, students do not have an outlet to securely 
and immutably store their credentials in a digital state. TrustED is 
poised to disrupt the academic credential verification processes, 
leveraging the functions of Ethereum smart contracts and 
Hyperledger, combined with advanced security measures and novel 
data storing techniques. TrustED will use the ERC20 compliant 
TrustED token (TED) and a native Trust Credit (TCRD) token for its 
functioning, thereby, optimizing, securing and expediting the 
procedures involved in the credential verification process. Credential 
issuers can upload verified and error-free credentials on a secure, 
peer-to-peer (P2P) network for their respective credential holders to 
access, and/or permit the sharing of, to respective stakeholders. In 
this way, employers or verifying agencies can instantly access the 
verified credentials of prospective candidates. Moreover, credential 
holders can keep and share their academic records in a trusted and 
secure network. 
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1 Introduction  
  

Academic credentials are an established means for employers to evaluate 
the capability of a candidate’s prospective job performance. However, the 
accuracy and credibility of these credentials are increasingly becoming 
questionable. In the current digital landscape, websites such as LinkedIn, 
widely used to publicize one’s credentials, does not perform any background 
checks on user profiles, and is fraught with individuals either embellishing 
their qualifications, stretching the truth or lying outright1. The same could 
be said of Career Builder, Glass Door or Monster. Given the nature and 
physical form of academic credentials, they are always vulnerable to forgery, 
and the intensity of incidents related to facts distortion and fraud in 
credentials are numerous. A recent survey of around 5000 resumes 
conducted by the Risk Advisory Group concluded that 80% of CV’s contained 
some form of discrepancies, with 57% of these discrepancies being 
academic background related and 12% of CV’s containing outright falsified 
grades (Risk Advisory, 2017).  
 
The current system of credential verification is slow, inaccurate and 
ineffective, and this can simply be observed in high profile cases of resume 
fraud. Take for instance, the former CEO of Yahoo, Scott Thompson, who 
has a degree in accounting, but for 10 years claimed in his resume that it 
was a degree in computer science, from a university that did not even offer 
a computer science program until four years after Thompson graduated2. 
Similarly, a respected and popular professor, David Scott Broxterman, held 
a position which required a doctorate, and was paid a total sum of $258,760 
during a five-year tenure. As a result, the State Attorney’s office labelled that 
money as ‘stolen wage’ because of his falsified doctoral documents 3 . 
Another famous example is of Marilee Jones, the dean of admissions at MIT, 
who had misrepresented her academic credentials and was consequently 
forced to resign4.  
 
As developing economies witness a steady growth in the postrecession era, 
urbanization has increased, and has contributed to a need for the steady 
creation of jobs in globalized markets. The number of applicants for a job in 
any organization has increased substantially around the world and the 
employment screening services market is expected to grow to US$ 5.46 
billion by 2025 from US$ 3.74 billion in 2016. As per an industry forecast 
conducted by Allied Market Research, education and employment 

                                                      
1 https://www.entrepreneur.com/article/287398  

  
2 nytimes.com/2012/05/19/business/the-undoing-of-scott-thompson-at-yahoo-common-sense.html  

  
3 theledger.com/news/20170316/former-polk-state-professor-david-broxterman-gets-5-years-for-faking-credentials  

  
4 nytimes.com/2007/04/27/us/27mit.html  
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verification is projected as one of the most lucrative segments within the 
employment screening services market5.  
 
Distributed Ledger Technology (DLT), is increasingly being applied, and 
understood as a new general-purpose technology for a broad range of 
economic activities that rely on consensus of a database of transactions or 
records (Sinclair and De Filippi, 2016). The pre-dominant architecture 
employed by most systems across multiple industry domains in client server 
technology is thereby being disrupted rapidly by decentralized computing, 
wherein ecosystems of organizations and individuals participate and share 
data in a peer-to-peer (P2P) manner. This disruptive role of DLT can be 
identified in systems such as Filecoin, that is completely rearranging 
incentives in a data-based ecosystem by turning cloud storage services into 
an algorithmic market place (Protocol Labs, 2017).  
 
A recent study shows that blockchain for enterprises enables new forms of 
distributed software architectures, where agreement on shared states can 
be established without the need to trust a central integration point (Xiwei 
Xu, 2017). Blockchain at its very core is a shared database which allows 
multiple parties to operate in a trust-less environment, where every 
transaction is timestamped and cryptographically linked immutably, in the 
history of a distributed ledger. DLT thus presents an opportunity to securely 
store credentials and other relevant data, in a trusted peer-to-peer P2P 
network. Additionally, smart contracts enable an open and collaborated 
ecosystem of transaction protocols between stakeholders on the network. 
Smart contracts are a computerized form of transaction protocol that 
execute terms of contracts once certain conditions are met (Swan, 2015).  
 
Such novel technologies create a trust-less, distributed P2P network for 
academic institutions, government agencies, students, and employers, to 
securely and instantaneously execute the credential verification process, 
while at the same time disintermediate third-party stakeholders and 
fraudulent industry practices through the transparency and immutability of 
blockchain. Consequently, this paper fills the existing gap in the state of the 
art by addressing the question of how to communicate and store verified 
academic credentials in a secure trust-less environment, while streamlining 
process flows between stakeholders in the value chain. To establish a 
separation of concerns, we derive three sub-questions. What are the 
requirements of such an academic credential management platform? What 
is the architecture of this platform and conceptual information exchange 
between its components? And what are the set of on-chain transactions, 
with their use in dynamic exchange protocols between stakeholders of the 
platform and comprising components?  
 

This paper presents a smart contract and blockchain based solution to 
address the limitations and drawbacks of the current credential verification 
process. We first identify the areas of concern in the market and potential 

                                                      
5 https://www.alliedmarketresearch.com/employment-screening-services-market  
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opportunities in Section 2, followed by the functional and quality goal 
requirements of the credential verification platform, together with the 
positioning of stakeholders and their respective emotional goals in the 
identified scope of requirements in Section 3. Next, in Section 4, we define 
the system architecture derived from the established goal sets and then 
describe the dynamic stakeholder engagement and relevant blockchain 
transactions between stakeholders and objects within that system in 
Section 5. Section 6 describes the token structure and economics for the 
TrustED ecosystem along with relevant specifics of the TrustED initial token 
offering (ITO). Further sections explore the implementation and growth 
strategies employed by the TrustED team, while highlighting the 
comparative advantages of the TrustED platform against competitors in the 
current blockchain-based credential verification market. Further 
subsections open issues, limitations and research questions, and explores 
the rapid deployment feasibility of the ecosystem by identifying which 
preexisting technologies are available for instant implementation. Finally, 
we conclude with a brief overview of the TrustED solution described in this 
paper, with a focus on the benefits gained by relevant stakeholders in the 
value chain.  

2 Motivations and Preliminaries  
  

This section highlights the motivations for developing the TrustED platform 
along with the necessary background preliminaries. In Section 2.1 we 
present the status quo of the academic credential verification processes, 
including stakeholders and intermediaries, inefficient communication and 
storage processes and other points of failure. Next in Section 2.2, we explore 
the potential market opportunities, followed by Section 2.3 where we look 
at the emerging technology solutions that can be used to address the pain 
points identified in the status quo. Further in Section 2.4, we define the 
additional background information and methodology employed, critical to 
better understand further sections of the paper.  
  

2.1 The Status Quo of Academic Credential Verification  
Universities and academic institutions across the world create and manage 
their own databases, and for decades this system has been in use for lack of 
a better option (Sye Loong Keoh, 2002). With regards to providing 
verification at an institutional level, credential holders have to rely on their 
respective academic institutions to provide valid attestation of their 
credentials, even if they possess their original certificates. On the other 
hand, employers looking to verify academic credentials of a potential 
employee, need to do so through third-party service providers and incur 
significant costs in terms of time and money. Although the management of 
physical documentation of academic credentials is slowly shifting to the 
digital space, there still exists the need to centrally maintain paper-based 
records, as digital representations can easily be forged by anyone with 
access to a computer and some basic image editing software (Gollin, 2009). 
Figure 1 highlights some of the key pain points in the current academic 
credential verification ecosystem.   
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Adding to this, there are various degree mills operating online posing a 
significant challenge for supervisory authorities, as these entities work 
through anonymous virtual networks, making it almost impossible to track 
down or shut off their services. Furthermore, unrecognized or fake 
universities functioning across different parts of the world are a burgeoning 
problem that governments are struggling to contain (Adán, 2004). A large 
part of these factors remain unaddressed, casting a shadow over legitimate 
credential holders and respectable academic institutions.  
 
The efforts of obtaining apostille and/or legalization of academic credentials 
are substantial. Besides the actual fees that the authorities charge, there are 
also the time-consuming tasks of estimating the needed legalization, 
scheduling an appointment, traveling to the corresponding authority and 
presenting the relevant documents. In the case of verifying academic 
credentials for job applicants, employers are required to gain authorization 
from the candidate to contact their respective academic institutions and 
obtain a verified academic transcript, or proof of completion certificate. 
Academic institutions would then need to verify that the 
employee/candidate has given consent for their records to be distributed 
(usually in the form of a formal letter) and furthermore, once this process 
has been completed these institutions will distribute the credentials that 
have been requested to the employer. This process could take anything from 
a week, to a month, or even more6.  

  

  

  

                                                      
6 https://www.wes.org/advisor-blog/verification-status/  
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Figure 1: Existing pain points in the academic credential 

verification eco-system.   

  

  

The other option would be to go through an employment screening agency 
that charges anything between US$15 to US$50 for a single background 
check depending on the scope of the service, legal policies of companies and 
jurisdictional implications. The general equivalency of foreign educational 
certificates and degrees is evaluated differently in each country. While in 
most EU countries there is a special authority (for Germany this authority is 
ANABIN), in the US this is handled by private credential evaluation service 
providers that need to be recognized by the US Department of Education.  A 
prerequisite for this equivalency evaluation is the presentation of a 
translated and legalized set of degree certificates, signed with an apostille. 
A useful approximation of the savings that TrustED provides in this regard 
can be derived from the prices charged by specialized service providers in 
the legal area. A typical provider in Germany charges between €69 and €89 
for apostilles from Germany, €109 and €239 for apostilles from other EU 
countries and more than €300 for apostilles from other countries outside 
the EU.  Similar service providers in the US charge around $50 for apostille 
from the US State Department and $120 or more for apostilles from foreign 
embassies.  A provider in Australia charges $250 for government apostille 
certificate and $350 plus fees for apostille from embassies located in 
Australia.  
 
Given its significance to employment, the background screening industry, of 
which academic credential verification is a key aspect, is impacted by the 
overall health of the economy and job growth as well as regulation and 
technological advancements. The industry is dominated by providers that 
generate less than $100 million in annual revenue from commercial 
screening services and there are only three providers that generate over 
$200 million in annual screening revenue. The commercial screening 
business of Altegrity is a conglomerate of 10 screening companies, including 
the two substantial acquisitions of Kroll and HireRight, currently valued on 
the market at over US$1 billion.  
  

2.2 Identifying Market Opportunities  
The repercussions of making a bad hire can be quite detrimental, not only in 
terms of time and money but potentially the reputation of the company as 
well. According to the U.S. Department of Labor, the average cost for each 
bad hire can equal 30 percent of that individual's annual earnings. Thus, 
when a company hires the wrong accounting manager or application 
developer earning $60,000, the real cost to the organization will be 
$78,000 7 . Figure 2 depicts an example of the monetary as well as 
nonmonetary costs to a company as the result of making a bad hire.  
 

                                                      
7 https://42hire.com/how-much-does-a-bad-hire-really-cost-b13ed890c71f  
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While CV fraud has seen no fool-proof method to ensure that there are no 
discrepancies in a candidate’s credentials, other than through a stringent 
background check, a significant amount of resources are expended by 
universities in managing their students’ records, from creation through to 
its use and maintenance, and to its disposal. The current manual processes 
are sometimes incredibly time consuming and multiple factors can influence 
resource costs, from the type of staff, the type of system chosen for record 
management, the services provided, the cost of preservation of academic 
data, average turnover of students, geographic location and more. 
Additionally, the processing time for verification of a candidates credentials 
will be dependent on the frequency of verification requests and or the 
competency of the relevant administrative staff. Therefore, it will be difficult 
to safely estimate a universal cost for the same, but a host of studies 
conducted on American universities show that the share of administrative 
costs significantly outweighs teaching costs and this has played a major role 
in rising tuition costs for students. This is exemplified by the study conducted 
on rising costs in the University of Minnesota, with over 45% of their 
expenditure being related to administrative payroll, resulting in a 95% 
increase in tuition costs over the past 15 years8.  

 
Currently, there exists no universal database of records where an authority 
can go to verify academic credentials of any one individual, nor is there one 
for these individuals to securely store their credentials. Though physical 
documentation of academic credentials made its way into the digital space 
with university-hosted isolated silo solutions, and/or third party record 
management software, both have their own weaknesses. The former helps 
universities digitize documents but do not improve processes or the value 
chain for that matter. The digitized document only serves as a record for 
storage and will not be accepted by any institution as valid proof. The 
maintenance of these siloed digital repositories also add to the expenditure. 
As a result, the process still remains costly and time consuming. In the case 
of third-party software service providers, they can at their own discretion 
decide to remove records if a contract with a university expires. Hence, they 
give very little control to universities over how the data is being used, 
validated, or distributed.  

  

  

                                                      
8 https://mfeldstein.com/the-rising-non-instructional-cost-of-college-exemplified-by-university-of-minnesota/  
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Figure 2: The cost of making a bad hire based on a survey conducted 

by Careerbuilder.com  

  

  

In addition, it was recorded by Moody’s Investor Service that one third of 
Private American Educational Institutions generated operating deficits in 
20169. With the increased risk that these institutions may eventually cease 
operations, comes the risk that an employer in the distant future may be 
unable to verify and authenticate one’s credentials, as the institution is no 
longer contactable. The same principle applies for students who may be 
transferring to international universities from incapacitated academic 
institutions. For example, European academic institutions are opening their 
doors for Syrian refugees to continue their studies, however, obtaining the 
past academic performance and credentials of these refugees poses great 
difficulties as it is almost impossible to contact and verify the academic data 
of these students with the incapacitated academic institution.   
 
Globalization has resulted in large influx of immigrants, majorly to 
developed countries in search of better standards of living as well as better 
job opportunities. As per statistics afforded by the US Government, the total 

                                                      
9 https://www.insidehighered.com/quicktakes/2017/06/13/deficits-small-colleges-and-large-universities  
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number of working immigrants in the age group from 16 to 65 increased to 
5.7 million within the first half of 201410. There has been increased influx of 
immigrants in lower-skilled jobs as well as highly professional jobs in the 
developed countries of US, UK, Germany and Canada. In today’s highly 
competitive global job market, academic credential verification is a critical 
part of the employment screening. The need for skilled workforce, enhanced 
regulatory compliance with respect to employment, and advantages 
associated with employment screening are expected to boost the 
employment screening services market for the foreseeable future.  
 
The employment screening Services industry enjoyed encouraging growth 
over the past five years. In 2016, the three largest firms are expected to 
account for close to 40.0% of industry revenue, indicating a low to moderate 
level of market share concentration. As per an industry forecast conducted 
by Allied Market Research, education and employment verification is 
projected as one of the most lucrative segments within the employment 
screening services market. The growth of online technology over the past 
decade has provided an opportunity for firms to enter this industry. 
According to the National Association of Professional Background Screeners, 
most industry operators are small firms focused on aggregating public 
records. Less than 2.0% of industry firms are large background screening 
providers that operate at a national or international level. As the market 
leaders continue to search for growth opportunities and middle tier firms 
look to gain market share to take advantage of economies of scale, 
conditions are particularly ripe for sellers in the background screening 
industry. IBIS World expects industry revenue to grow at an annualized rate 
of 1.3% in the five years from 2016. In 2016 alone, industry revenue is 
expected to increase 0.3% to $1.8 billion11.  

  

  

2.3 Emerging Technology Implications  
Centralized systems can be hacked or suffer from system downtime. They 
can have information altered or removed, and furthermore obtaining an 
academic background check on these centralized systems does not provide 
immediate results. The age of information silos is slowly but surely ending 
with global connectivity becoming a mainstay for present generations and 
many developed nations witnessing an ever-growing immigrant workforce 
(Saxenian, 2002). The need for a global database to validate academic 
credentials has never been greater and the time to invest in this possibility 
is urgent (Hope, 2017). A universally accessible platform that provides an 
interface for academic institutions, employers, students, and even 
governments to validate academic credentials of an individual from 

                                                      
10 https://cis.org/Report/Immigrants-United-States  

  
11 https://www.ibisworld.com/industry-trends/specialized-market-research-reports/advisory-financial-
services/otheroutsourced-functions/background-check-services.html  
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anywhere in the world has profound implications to further enhance a 
thriving global economy (M. Sharples, 2016).  
 
Silos of data are a thing of the past in decentralized computing and this is 
made possible through the use of Distributed Ledger Technologies like 
blockchain. Blockchain technology combines the dynamic nature of 
distributed ledgers with complex cryptographic functions to create a 
transparent and secure eco-system, mitigating the need for institutional 
control or third-party intermediaries. The technology is slowly impacting 
multiple industries and revolutionizing the way in which information and 
assets are shared over the internet. The data stored on blockchain is 
immutable and cannot be altered without the consensus of every single 
participant on the network. In this way, blockchain transfers the onus of 
trust from counterparties to the software itself, allowing value to be 
exchanged without any friction or fraud, while establishing a truly peer-
topeer ecosystem where manipulation of data becomes almost impossible. 
Figure 3 shows the steps involved in a blockchain transaction protocol.  

  

  
  

Figure 3: A blockchain transaction protocol  

  

  
The advent of smart contracts gave the blockchain community a platform 
through which fair settlement and execution of contracts agreed between 
different stakeholders could be guaranteed, not by a central authority, but 
by smart software code. Smart contracts can be thought of as code that acts 
upon data stored in a distributed ledger, very similar to how stored 
procedures and triggers in traditional database technology operate on data 
stored in tables. This was truly an incredible invention as it provided a 
mechanism to ensure the enforcement of an agreement under certain 
circumstances, which is publicly available, guarded and approved by millions 
of nodes over a network rather than a single third-party authority.  
 
The financial sector is witnessing the biggest impact from blockchain and 
smart contract technology with the emergence of decentralized peer-to-
peer monetary exchange systems. Additionally, critical economic structures 
like that of the supply-chain industry boast exactly the kind of complex 
networks that can seriously benefit from the applications of Distributed 
Ledger Technology, and many organizations have already invested heavily 
in this space. The education and human resources sector is one such area 
where blockchain technology can make a significant mark, providing the 
capability to securely and transparently host a distributed database of 
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academic credentials, that will potentially change the landscape of the hiring 
process.  

  

2.4 Background Preliminaries  
For better understanding further sections of the paper, we define the 
methodology employed for describing the TrustED system. The system 
follows a model-driven design (MDD) (K. Balasubramanian, 2006) 
methodology focusing on a system-design process that is aimed at rapid 
implementation and deployment. A series of models will provide a deeper 
understanding of the static and dynamic components of the TrustED 
ecosystem. By using the MDD approach, we can describe comprehensively 
the distributional and transactional functions of the system. We first employ 
a goal-model (Juan Trujillo, 2007) to provide a high overview of the 
requirements of the system. Next, we use a unified modelling language 
(UML) component diagram (James Rumbaugh, 2004) to outline the system 
architecture structure, and finally a UML sequence diagram highlighting the 
dynamic behaviour of the system, along with the blockchain transactions 
that immutably store key events of the system processes. Additionally, we 
utilize UML state and flow diagrams to describe the behaviour of 
stakeholders/objects in response to a series of events within the system 
while defining the dynamic flow of control from state to state of a particular 
stakeholder/object within the system.  
  

  

  
  

Figure 4: Icons and notations of the AOM goal model.  

  

  

A Goal model as part of the agent-oriented modelling (AOM) (Yu, 2002) is 
used to specify the requirements of the TrustED system, comprising of the 
simple icons and notations as shown in Figure 4, which highlight the 
functional goals and specific roles or stakeholders in the system. The 
hierarchical root is the value proposition which denotes the overall goal of 
the system and is decomposed into functional goals and goal refinements. 
Attached to the functional goals are additional quality goals and relevant 
roles. Note that quality goals or stakeholders attached to high-level 
functional goals are relevant to subsequent goal refinements. Within the 
goal model, we also assign emotional goals to respective stakeholders 
interacting with the platform.   
 
Next, we deduce a UML component diagram from the goal model to specify 
the static structure of the TrustED eco-system.  Figure 5 (a) depicts the UML 
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notations with components being labelled rectangles with attached 
provided- and required interfaces. As can been seen in Figure 5 (a), the line 
with a circle at the end denotes a provided interface and the line with a cup 
at the end denotes a required interface. The components can be further 
refined through sub-components within them, each having attached 
provided- and required interfaces if necessary. Also indicated are actors, 
comparable to roles in the goal model and specify interaction of the 
components with stakeholders in the system.  
 
To describe the dynamic engagement within the TrustED system, UML 
sequence diagrams (Selic, 1998) can be used to good effect. Figure 5 (b) 
shows two entities labeled Agent 1 and Agent 2 with dashed timelines 
emanating vertically downwards. Directed straight arrows show messages 
or transactions between the depicted entities and the bars are so-called 
activators that denote processing threads. Dashed directed arrows between 
the entities are return messages or transactions that yield back processing 
control. Note that the activators of an entity may act asynchronously too.   

  

  
  

Figure 5: Icons and notations of the UML component diagram in  
(a) and UML sequence diagrams in (b)   

  

3 Requirements for the TrustED system  
  

Based on the motivations highlighted in the previous section, we deduce the 
key functions that the TrustED platform must offer in order to address the 
drawbacks and limitations of the current credential verification value chain. 
The platform is designed to help overcome the currently insufficient system 
by enabling academic credential issuing authorities to store credentials and 
certifications on a distributed global ledger, rather than centralized 
databases. In this way, it provides credential holders a secure network to 
preserve, access and share their academic qualifications at their own 
discretion, as well as the immutable assurance that their private data will be 
immune from removal, alteration and/or unauthorized access. As a result, 
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TrustED enables employers to validate credentials of prospective employees 
without requiring third-party intermediaries, or a lengthy process. 
Additionally, it offers governments a reliable source of document 
verification for immigrant workers, and furthermore, it brings to light any 
fraudulent claims much more efficiently than currently possible. The 
primary value offering of TrustED is that it provides a technologically 
advanced solution to individuals looking for a platform that can securely and 
indefinitely store their academic credentials, and those looking to verify or 
validate the same. The platform features all the advantages leveraged by 
using Distributed Ledger Technology including cryptographically secured 
data, real time sharing, transparency, immutability and a decentralized 
token economy. The platform stores grades, degrees, assignments and test 
results, and various other industry or professional certifications that can 
include Health and First Aid related certificates, Project Management 
Professionals, and many others. The core requirements for TrustED we 
expand on below:  

  

• Storing Credentials  
TrustED will invite credential issuing authorities, like academic 
institutions, to participate on the platform and issue credentials for 
their graduates in digital form through the TrustED platform. These 
credential issuers will need to be verified by relevant government 
agencies before they can be a part of the TrustED system. The 
credentials issued by verified institutions will be cryptographically 
secured and stored on TrustED’s distributed network. Additionally, 
credential holders will also be allowed to upload their credentials to 
the platform, but these credentials will remain unverified until 
validated by the respective credential issuer. Credential holders who 
opt to store their own academic credentials onto the platform will 
have the option to pay a fee to TrustED, whereby TrustED will work 
with the corresponding credential holder on verifying the academic 
credentials with their corresponding credential issuer. 

  

• Accessing Credentials  
Credential holders and graduates will be able to create an account 
on the TrustED platform and have access to their verified credentials 
at all times, while having complete control over the distribution of 
these credentials within the system. The credentials holders will 
need to be KYC verified in order to prove their identity to the system, 
so they can be assigned their respective credentials and subsequent 
TrustID. While the credential holder retains complete access to the 
documents, modification or updates to the credentials can only be 
authorized by the relevant credential issuer.  

  

• Verifying Credentials  
Those looking to verify credentials of an individual can do so in a 
matter of minutes by creating an account on the TrustED platform 
and requesting the same on the platform. The verification process 
on TrustED will initially remain free, however, will change to a 
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payment model once the TrustED mainnet launches as per the 
current roadmap. The platform allows payments to be made in both 
fiat and TED tokens. While the conversion from TED to TCRD for the 
purpose of processing the transaction is managed by the systems 
conversion smart contract, the fiat payment is processed through 
integration with a third-party payment service provider like Stripe. 
Once the required fees are paid, a request is sent to the credential 
holder for approval, after which, on receiving approval, the verified 
credentials are shared with the user requesting the same. Fees paid 
on the platform to verify ones academic credentials will be set at a 
constant rate, whereby the fees will be split amongst the credential 
issuing institution, and TrustED.  

  

• Tokenized Transactions  
TrustED will employ the use of TrustED tokens (TED) an ERC20 
compliant token to facilitate the purchase of Trust Credits (TCRD) 
which is a native token to TrustED, utilized for all payments and 
transactions within the system. The wallet balances of TCRDs on the 
TrustED platform will be managed by Hyperledger. The use of a 
tokenized system brings with it multiple benefits in the form of 
instant transactions, micropayments, cross-border remittances, 
minimal transaction fees and more.   

  

This section uses a goal model to define the requirements of the TrustED 
platform, highlighting its functional and quality goals that need to be 
accomplished to create a distributed platform for hosting a blockchain 
powered academic credential verification and management system. We first 
address in section 3.1 the top-level goal model comprising the value 
proposition and the related quality goals followed by the high-level 
functional goals and related stakeholders and agents. The subsequent 
sections address the lower level and subsequent partial refinements along 
with the concerned quality goals, agents and stakeholders with defined 
emotional goals related to the TrustED platform. It is important to note that 
the goal model architecture defined in this section and the subsequent UML 
component and sequence diagrams only reflect a high-level overview of the 
system operations that are infinitely more complex than can be described in 
this paper.  
  

3.1. The Value Proposition  

The center of Figure 6 is the value proposition of the TrustED system, labeled 
‘Blockchain-based Academic Credential Management Platform’, is aimed at 
mitigating the concerns addressed in the previous section, to benefit all the 
relevant stakeholders in the network. Hierarchically below, are listed a set 
of six high-level functional goals namely Stakeholder Management, TrustID 
Management, Credential Management, Verification Request Management, 
Node Management and Transaction Management. These high-level 
functional goals are refined and dissected further in subsequent sections.   
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Connected to the value proposition are a set of five quality goals that hold 
true for the whole TrustED platform namely, Immutable, Scalable, 
Distributed, Secure and Verifiable. Immutable pertains to the irreversible 
and irrevocable nature of transactional data stored in the blockchain ledger.  
Immutability is a core aspect of the TrustED platform ensuring that 
credentials once recorded on the blockchain network cannot be forged, lest 
they be deemed invalid. As a quality goal, Scalable signifies the ability of the 
platform’s computing process to be used or produced in a range of 
capabilities in accordance with the increasing number of transactions 
occurring within the TrustED network. Distributed denotes the distributed 
nature of the transactional records that are consensually shared and 
synchronized across the nodes of TrustED network, spread across multiple 
institutions, eliminating the need of one central authority to keep a check 
against manipulation. Secure, as a quality goal, holds for the safety measures 
embedded in the TrustED platform to preserve the integrity, confidentiality 
and availability of the platform data. Verifiable relates to the fact that all 
transactions taking place on the blockchain backed TrustED platform are 
completely auditable between stakeholders on the network, which is 
achieved by logging key events on the blockchain.  
  

  

  
  

Figure 6: Value Proposition and the high-level Functional Goals of 

the TrustED Platform.  

  

  

Some of the high-level functional goals attached to the value proposition 
also have quality goals which apply specifically to those highlevel goals and 
their subsequent refinements. The quality goals of Seamless, Incentivized, 
Auditable and Accurate do not apply to all high-level functional goal 
refinements and are hence selectively assigned. Seamless signifies the 
precise and instantaneous nature of transaction processes involved in the 
high-level functional goal of Verification Request Management and 
additionally relates to the ease of operation for users on related platform 
interface. Incentivized, the quality goal assigned to the high-level goal, Node 
Management, indicates the incentivization of running full nodes within the 
TrustED network, wherein the incidental node operators are rewarded for 
their engagement within the ecosystem. The high-level functional goal, 
Transaction Management is assigned with the quality goal Auditable, to 
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imply the fact that all the payment transactions taking place within the 
TrustED platform are completely verifiable and transparent. Transaction 
Management and TrustID Management have the quality goal Accurate 
attached to them to project the accuracy and reliability of all the processes 
constituting the said high-level functional goals. The quality goals assigned 
to lower-level functional goals are addressed in subsequent related sections.  
  

The six high-level functional goals of the platform, as portrayed in Figure 6, 
are further refined into distinct sets of lower level functional goals and 
subsequent refinements with their related quality goals, agents, 
stakeholders and respective emotional goals. In Sections 3.2 and 3.3, each 
of those high-level functional goals are dissected and described along with 
their lower-level refinements.  
  

3.2. First Set of Functional Goals  

  

  
  

  
Figure 7: The first set of Functional Goal Refinements of the  

TrustED Platform  

  
This section looks at the first three high-level functional goals, namely  
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 Stakeholder  Management,  TrustID  Management  and  Credential  

Management, as illustrated in Figure 7. Note that the quality goals assigned 
to the functional goals of higher hierarchy levels also hold for its lowerlevel 
refinements.  
 
Stakeholder Management being the first high-level functional goal of the 
TrustED platform, refers to the process of identifying the stakeholders of the 
said platform and determining their influence and interests within the same. 
All communication channels to influence and engage platform users and 
their data are also established through this functional goal. Stakeholder 
Management is further dissected into four lower-level functional goals, 
namely, User Profile Manager, KYC Verification Manager, Wallet Manager 
and Profile Security Manager.  
 
Any Platform User gets to manage all aspects of their account on the 
platform through the User Profile Manager. The user profile herein refers to 
the digital representation of the platform user's identity and related data. 
The said functional goal has Create Profile and Update Profile as its further 
refinements. Create Profile aids in the creation of user profiles while Update 
Profile enables users to update the same.  
 
The KYC details pertaining to the platform user profiles are uploaded and 
verified by the KYC Verification Manager along with its further refinements, 
namely, Upload KYC Documents and Verify KYC Documents. Upload KYC 
Document functionality has a further refinement, Update KYC, to update the 
uploaded KYC details. Credential Issuers and Credential Holders are the two 
connected stakeholders required to upload or update their KYC details and 
are affixed with two emotional goals, Private and Important, to signify the 
privacy and importance felt by them while uploading the KYC details. The 
KYC Document functionality gets the aforesaid KYC details verified through 
their connected stakeholder Identity Verification Agency. Both the User 
Profile Manager and the KYC Verification Manager have Transparent as a 
distinct quality goal to denote the openness and accountability lodged by 
the platform on its users. It is to be noted that the KYC Verification Manager 
herein is connected to one of the refinements of TrustID Management, the 
second high-level functional goal in TrustED platform, through an Identity 
Validation attribute. The said attribute affirms whether the Credential 
Holder stakeholders have their KYC verified or not through its Identity 
Verifier software agent and the resultant status is communicated to TrustID 
Management’s refinement.  
 
The Wallet Manager through its sub refinements, Create Wallet and Issue 
Wallet ID, will respectively, create and issue a cryptocurrency wallet and 
wallet ID to Any Platform User, so as to facilitate crypto token transactions 
within the platform. The Profile Security Manager will manage the overall 
security of the user profile of Any Platform User and their related 
transactions within the platform. The related refinement, 2-Factor 
Authentication, secures the Crypto wallet log-ins through 2-Factor 
Authentication, verifying the user identity by using two different layers of 
authentication as configured by the concerned platform user.  
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 Additionally, a few relatable emotional goals are linked to Any  
Platform User, the mutual stakeholder of the Wallet Manager and Profile 
Security Manager. The TrustED users will feel In Control and Confident of 
their profile and wallet. They feel Integrated into the platform and are 
Empowered to engage in various transactions within the platform. A sense 
of Accomplishment and Privilege prevails over the said users. They also feel 
private about their profile data and are assured of its security.  
 
Moving on to the second high-level functional goal, TrustID Management 
deals with the administration of the TrustIDs through its lower level 
functional goal, TrustID Issuance Manager. The issuance, suspension and 
revocation of the said TrustID is respectively performed by Issue, Suspend 
and Revoke, the three refinements of TrustID Issuance Manager. TrustID 
Management is an essential requirement to connect the concerned 
Credential Holders with their verified credentials. The TrustID is a special 
identifier issued to KYC verified Credential Holder stakeholders whose 
verified credentials have been uploaded to the TrustED system and linked 
to their respective accounts. This is conveyed in Figure 7 through the 
connection drawn between the aforesaid Issue functionality and the 
Credential Management’s subsequent refinement, the details of which will 
be explained later in this section. Accurate is the quality goal bound to the 
TrustID Management to annotate the precise nature of the processes 
involved herein.  
 
Credential Management, the third high level functional goal of TrustED 
platform, is concerned about facilitating and standardizing the aspects of 
storing, verifying and modifying the credential documents within the 
platform. It has two lower level functional goals namely Credential Gateway 
and Credential Storage Manager.  
 
The connected stakeholder Credential Issuers get to upload, verify and 
update the credential documents through the three subsequent 
refinements of Credential Gateway. The Upload functionality involved 
herein also allows the stakeholder, Credential Holders to upload their 
unverified credentials as well. Both the stakeholders herein, the Credential 
Issuers and the Credential Holders are shown connected to four emotional 
goals namely, Integrated, Confident, Privileged and Assured. Integrated and 
Confident refers to the belongingness and trust felt towards the TrustED 
platform. Privileged and Assured respectively represents the granted and 
convinced status of the related stakeholders.  
 
Finally, the lower level functional goal, Credential Storage Manager enable 
the TrustED platform to cache the credentials uploaded by the stakeholders. 
Refined is the quality goals assigned herein and represents the sophisticated 
nature of the related processes. Credential Storage Manager has Verified 
Credentials and Unverified Credentials as its subsequent refinements. The 
said functional refinements aid in storing the credentials uploaded by 
Credential Issuers and Credential Holders separately.  
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3.3. Second Set of Functional Goals  
This section looks at the second set of high-level of functional goal namely  

Verification Request Management, Node Management, Transaction  

Management as can be seen in Figure 8. Verification Request Management 
(VRM) the fourth high-level functional goal of the TrustED platform 
establishes channels through which credential verification requests and 
payment options for TrustID Retrievals are managed on the platform.  It has 
the quality goal Seamless attached referring to the manner, in which the 
platform manages verifications requests, retrieves TrustIDs and processes 
payments and holds true for the subsequent lower level functional goals and 
its refinements. Verification Request Management (VRM) has the lower 
level functional goals of Request Manager and TrustID Retrieval Engine.  
 
The lower level functional goals Request Manager has the refinements of 
Issue Request and Notify. The refinement of Issue Request has the 
Verification Requester as a stakeholder who while making a credential a 
verification request will feel empowered to request a verification and 
privileged to be part of the platform. The refinement of Notify has 
Verification Issuers and Credential Holder as stakeholders associated to it 
and notifies them of a credential verification request. The quality goal of 
Timely is associated to it refers to the notifications being sent instantly to 
the appropriate stakeholders.  
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Figure 8: The second set of Functional Goal Refinements of the  

TrustED Platform  

  

  

The TrustID Retrieval Engine (TRE) is the second lower level functional goal 
and has Configurable attached to it demonstrating the level of 
customization that the TRE offers towards the refinements of credential 
retrieval and payment options. The TRE retrieves and grants access to the 
TrustIDs based on customized parameters or payment of currency. The first 
refinement of the TRE is the Conditional Access Controls and has a 
Credential Holder associated to it and the subsequent refinements. The 
Credential Holder feels In Control, Empowered and Assured as they can 
configure the access parameters as per their requirements.  They also feel 
private and exclusive as they can control the access to their information in 

Credential 
Issuer/ 
TrustED 
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turn making them also feel integrated into the platform. The partial 
refinement of Conditional Access Controls being Select Condition and 
Customize Conditions allow Credential Holder to set access conditions and 
customize conditions.  The partial refinement Approve Access and Deny 
Access allow the Credential Holder to approve or deny the access.  
 
The second refinement of the TRE is the Payment-based Access Controls 
that has a Credential Issuer/TrustED associated to it and its refinements. 
Payment-based Access Controls grants access based on certain payment 
conditions set by the Credential Issuer/TrustED. TrustED in this instance will 
set a standard price for all academic credential verifications, whilst the 
Credential Issuer feels In Control, Empowered and Assured as they receive 
a percentage of the fees utilized to verify academic credentials.   
 
Node Management (NM) the fifth high-level functional goal of the TrustED 
platform establishes channels through which stakeholders can be verified 
and assigned as Nodes to validate transaction on the platform.  It has the 
quality goal incentivized associated to it referring to the rewarding nature 
of being assigned a node.  Incentivized as a quality goal hold true for the 
lower level functional goals of Node Application Manager and Node Issuance 
Manger and their refinements. The Node Application Manager establishes 
channels through which a stakeholder’s documents and stake are verified 
for them to be assigned as Nodes and is first refined into Upload Documents 
that has the Academic Institutions and Identification Verification Agencies 
as stakeholders that can upload documents for verification. Academic 
Institutions and Identification Verification Agencies feel In Control, 
Empowered and Assured as they have applied to be a node on the platform.  
They feel private and exclusive as not any user can become a node thus 
making them feel integrated into the platform. The second refinement is the 
Verify Documents that has TrustED and Government Agencies as 
stakeholders that will verify documents and the third refinement is the 
Verify Stake that has Node Issuer agent software associated to it that will 
verify the staking mount for establishing the Node.  
 
The lower level functional goal Node Issuance Manager (NIM) facilitates 
channels through which a stake holder can be assigned a Node ID and their 
status as a node can be approved or revoked. The NIM has a Node Issuer 
Agent software associated to it that monitors node compliance with the 
platform requirements. NIM is connected to a Staking Manager a 
refinement of the Token Pool Manager under the higher-level goal function 
of Transaction Manger through a Stake Attribution Manager that has the 
quality goal Synchronized attached to it. This is essential as in the event that 
the NIM revokes or suspends the node ID or node status of a Node there 
should be synchronized communication to the refinement of Staking Pool to 
dilute the stake of the Node. The NIM has the refinements of Node ID 
Manager, Approve Node Status and Revoke Node Status. The refinement of 
Node ID Manager is responsible for the generating the Node ID once a 
stakeholder has been assigned a node and has the partial refinements of 
Issue Suspend and Revoke that issue, suspend or revoke the node’s ID in the 
event of any malicious activity. The refinements of Approve Node Status and 
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Revoke Node Status will approve or revoke the node’s status if it does not 
comply the platform’s technical requirements.    
 
The sixth and last high value functional goal Transaction Management (TM) 
facilitates transaction on the platform that include minting new tokens, 
conversion of token, maintain the token pool and managing the payment 
gateway. TM has Accurate and Auditable as quality goals attached to it 
referring to the accuracy in conducting transaction and the ability to audit 
every transaction. This holds true for the lower level functional goals of 
Token Conversion Manager, Token Pool Manager, Block Rewards Manager 
and Payment Gateway.  
 
The first lower level functional goal of Token Conversion Manager manages 
the conversion of tokens on the platform and has the refinement of 
Exchange Rate Attribution that attributes and stores the prevailing exchange 
rate for every token at the time of conversion. A Transaction Manager agent 
software is associated to it that determines the exchange rate for the token 
at the time of conversion. It has the quality goal of Seamless associated to it 
denoting the nature in which the exchange attribution for every token is 
assigned.   
 
The second lower level functional goal Token Pool Manager manages the 
pools for the staked Tokens and token meant for payout. The Transaction 
Manager agent software is associated to it, determines the attributed 
exchange rate for the tokens at the time of their conversion. The Token Pool 
Manager has the refinements of Staking Pool that manages the pool of 
tokens staked by the Nodes. It is partially refined into a Dilute Pool. The 
Staking Pool is connected to the Node Issuance Manager, a lower level 
functional goal of Node Management through a Stake Attribution Manager 
and has the quality goal Synchronized attached to it. This is essential as in 
the event that the Node Issuance Manager revokes or suspends the node ID 
or node status of a Node there should be synchronized communication to 
the refinement of Staking Pool to dilute the stake of the Node through the 
Dilute Pool. The refinement Payout Pool under the Token Pool Manager 
manages the pool of token in the event a stakeholder wants to cash out their 
tokens.   
 
Block Rewards Manager, the third lower level functional goal of Transaction 
Management facilitates the minting of new token rewards for validation of 
a transaction block on the platform and the governs the parameters for 
minting these token rewards. The Transaction Manager agent software is 
associated to it, determines the attributed exchange rate for the tokens at 
the time they were minted. It has the quality goal of Rewarding and Varied 
associated to it denoting the rewarding nature of the platform for block 
validation and the varied parameters for granting block rewards which hold 
true for the subsequent refinements. Block Rewards Manager has the 
refinements of Mint Tokens that mints token and the has the refinement of 
Exchange Rate Attribution that attributes and stores the prevailing exchange 
rate for every token at the time it is minted. A Transaction Manager agent 
software is associated to it that determines the exchange rate for the token 
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at the time it is minted. The refinement of Parameter Selection determines 
the parameters for allotting rewards for block validation.  
 
The fourth level functional goal of Transaction Management is the Payment 
Gateway and has Verification Requester as stakeholder associated to it feels 
In Control, Empowered, Assured and confident that payments made on the 
platform for verifying the desired credential will be sent to the appropriate 
Credential holders. They will also feel private that the credential verification 
that is shared with them will not be made public and will be feel privileged 
to be part of the platform. The Payment Gateway is refined into TRCD 
Payment to accept payments in the form of TRCD tokens and Fiat Payment 
for accepting payments in Fiat currencies.  

  

4. Architecture of the TrustED platform  
  

We next deduce the component architecture for the TrustED system from 
the goal model in Section 3, where the main focus is on aligning the 
components associated with the system and defining the provided- and 
required interfaces of these components for information exchange. 
Additionally, we highlight the relationship of various roles with the 
component interfaces which translate into a set of application program 
interfaces (APIs) allowing these roles to interface with the system through 
smart devices.  
 
Section 4.1 describes the mapping procedure derived from the TrustED goal 
model which is further expanded through a UML component diagram as can 
be seen in Figure 9. The next section describes in detail the TrustED system 
architecture with a specific focus on provided- and required interfaces 
between relevant roles in the network.  
  

4.1 Mapping Approach  
The architecture for the TrustED system is derived from the goal model 
highlighted in previous sections. The mapping approach employed in Figure 
9 expands on the functional goals and refinements providing a static 
operational flow of the system. The stakeholders identified are mapped in 
the component diagram corresponding to relevant provided- and required 
interfaces. The assumption remains that provided interfaces allow 
stakeholders to draw information from a component, while required 
interfaces serve as a means to allow stakeholders to input information into 
a component.  

  

4.2 Component Model  
The main components highlighted in Figure 9 namely, Stakeholder  

Management, Node Management, Data Pool, Credential Management,  

Verification Request Manager, Transaction Management and Token 
Exchange Manager, each have a number of embedded components 
assigned to them, along with several provided and required interfaces 
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attached, the functions of which, are described further in detail below. Note 
that the refinements beyond first refinement levels are omitted in the 
architecture due to space limitation and hence the data exchanges taking 
place between components are significantly more complex than expressed 
in the current top-level architecture.  
  

  

  
  

  
Figure 9: TrustED UML Component Architecture  

  
The Stakeholder Management component has the embedded components, 
User Profile Manager, Wallet Manager, KYC/AML Manager and Profile 
Security Manager. There are three providing interfaces that connect to a 
New User enabling them to input their Profile Details, KYC Credentials and 
Security Settings respectively. A pair of providing interface and required 
interface of the said component sends a Verification Request to the Third-

Credential 
Issuer/ 
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party Verifier and then receives the Verified Data for further processing by 
the KYC/AML manager, respectively. Further, four other required interfaces 
of the Stakeholder Component entertain the requests pushed from the Data 
Pool component’s providing interfaces to deliver the User Profile data 
processed by the User Profile Manager, User Wallet data processed by the 
Wallet Manager, KYC Compliance Details processed by KYC/AML Manager 
and Security Setting processed by the Profile Security Manager.  
 
The Data Pool component has a set of five embedded components, namely, 
Credential Data Pool, Profile Pool, Trust ID Pool, Wallet Pool, Token Pool and 
Fiat Pool. It has employed four providing interfaces to request and receive 
data pertaining to User Profile, User Wallet, KYC Compliance and Security 
Settings from the previously highlighted Stakeholder Management 
component. Next to it, affixed are nine providing interfaces of which, two 
allow the Credential Management component to upload and retrieve 
credentials and another two enable the Verification Request Management 
component to retrieve the credentials and related Trust ID, respectively. 
From the rest, two providing interfaces forward KYC Compliance Details and 
Trust ID to the Trust ID Management component. Another two allows the 
Transaction Management component, access token and fiat, respectively.  

 

The one remaining providing interface is allocated to forward Node  

Management Requests to the Node Management component. The Node  

Management component comprises of Node Application Manager and 
Node Issuance Manager as its two embedded components. The required 
interface affixed on it receives the Node Management Request from the 
Data Pool component and the providing interface affixed on it enables the 
connected Operator to send in a Management Request.   
 
Credential Gateway and Credential Storage Manager are the embedded 
components of Credential Management. The said component has four 
providing interfaces of which two facilitate credential uploads from both the 
Credential Holder and the Credential Issuer. The remaining two providing 
interfaces authorize the Credential Issuer to verify and update the credential 
details. Further, it has three required interfaces, one to push TrustID 
Requests to the TrustID Management component and another two for 
uploading and fetching the credentials respectively to and from the Data 
Pool component.  
 
The Verification Request Manager includes Request Manager and the 
TrustID Retrieval Engine as its embedded components. It has four providing 
interfaces and three required interfaces assigned to it. The providing 
interfaces allow the said component to conduct communications pertaining 
to the credential access and verification requests from the Verifier, 
Payment-based Access Setting Requests from the Credential Issuer and 
Access Grants from the Credential Holder. While the three required 
interfaces herein aid respectively in receiving the Credential and TrustID 
from the Data Pool component and forwarding Payment Requests to the 
Transaction Management component.  
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As illustrated, the TrustID component has TrustED Issuance Manager as its 
prominent embedded component and has a providing interface, to 
entertain Trust ID Requests from the Credential Management component 
and two required interfaces to collect KYC Compliance Details and TrustIDs 
stored in the Data Pool component. Lastly, the Transaction  
Management component along with its embedded components, Token  

Conversion Manager, Token Pool Manager, Block Rewards Manager and 
Payment Manager is connected to the Data Pool component through two of 
its required interfaces. The said interfaces access data pertaining to fiat and 
tokens respectively. A providing interface is placed on it to connect with the 
Verification Request Management component to accept the Payment 
Request. It also has another providing interface linked to the  
Token Exchange Manager component’s required interface to process the 
Token Conversion Request. The said Token Exchange Manager component 
further engages Token Conversion Request from Platform User, through an 
attached providing interface.  

5 Dynamic Stakeholder Engagement  
  
In this section we describe the dynamic behaviour of the TrustED system 
using UML sequence diagrams. The sequence diagrams show data- and asset 
exchange protocols and data services between roles and components as 
defined in Figure 9. We first present the set of high level blockchain 
transactions in Section 5.1 which will record key events in stakeholder 
engagement, thereby providing complete auditability in the credential 
verification process. Additionally, we present the encryption strategies that 
will be employed for the data being stored on-chain. Further sections define 
the dynamic stakeholder behaviour separately, for specific functional 
operations. Specifically, Section 5.5 uses UML state and flow diagrams to 
define the transition of states between stakeholders and objects in the 
TrustED system.  
  

5.1 Blockchain Operations  
Recording event data on blockchain is a costly affair in terms of transaction 
fees and computing power required to validate block creation. Therefore, 
we define the most minimal blockchain operations that are relevant, to 
mitigate the issues with scalability in blockchains, and provide significant 
traceability in the TrustED ecosystem.  

Table 1 below lists the blockchain operations where the first 
component column categorizes the operations into subsets that are 
assigned to respective components specified in Section 4.2. The event 
column provides identification numbers for respective blockchain 
operations which are used in subsequent sequence diagrams to show at 
which moments in the protocols the operations are recorded in the 
blockchain. Additionally, we list the stakeholder set per operation and a 
corresponding explanation for the same.  
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Component  Event  Stakeholder  Explanation  

Stakeholder 

Management  
1  Credential Issuer  

KYC Details stored  

Stakeholder 

Management  
2  Credential Holder  

KYC Details stored  

Credential 

Management  
3  Credential Holder  

Unverified  
Credential stored    

Credential 

Management  
4  Credential Issuer  

Verified  
Credential stored    

TrustID Management  5  
Credential Holder and 

Credential Issuer  
TrustID issued  

Credential 

Management  
6  Credential Issuer  Update Credential  

Verification Request 

Management  
7  

Credential Verification  
Requester and  
Credential Issuer  

Token Payment  

Transaction 

Management  
8  

Credential Verification 

Requester  
Token  
Conversion  

  

  
Table 1. Blockchain transactions for TrustED system  

  

The TrustED platform hosts sensitive user data including personal details, 
KYC information and academic certificates on the IPFS public chain. The 
encryption strategy employed for the management of these sensitive assets 
relies on a three-step creation and verification mechanism. For data that is 
uploaded, an AES Key (AK) is generated at runtime. The AK is used to encrypt 
the data using the AES algorithm. This results in a cipher for that data (CD). 
The SHA256 hash of the data is also generated before encryption, which can 
be called Ha256. The CD is then stored in a blockchain database that returns 
the Merkel hash (MHa) to retrieve the data from the network when needed. 
The MHa, metadata and Ha256 is stored on the permissioned blockchain. 
The AK is stored off-chain using key management solutions which are linked 
with the public chain.   
 
When data has to be retrieved, the platform retrieves the data’s MHa and 
Ha256 using state queries on the metadata from the permissioned chain. 
The retrieved data is already encrypted using TLS employed on the network 
between the node and the client. The retrieved MHa is then utilized to fetch 
the data from the public blockchain network. The AK corresponding to the 
metadata is retrieved securely and encrypted end to end from the key 
manager to the user employing asymmetric encryption where the AK is 
encrypted with the user’s public key. The latter can only be decrypted using 
the private key from the user. Additionally, the retrieval process of the key 
from the manager is recorded on the permissioned chain.  
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The retrieved CD is decrypted using the AK (that is already retrieved and 
decrypted using procedure mentioned above) to produce the original data 
for the user requesting that data. The CD is hashed again using the SHA256 
algorithm and compared with Ha256. If they match, the integrity of the data 
is maintained for the user.   
 
The permissioned chain transactions are also timestamped on the public 
chain for better audibility and security. Every 1000 transactions in the 
permissioned channel are structured in a Merkel tree, the root hash of which 
is stored on the public chain for further integrity and openness of the private 
chain. This can be referred to as the “zero knowledge proof” (Oren, 1994) of 
the private chain on the public chain.  
 
The following sub-sections describe the major dynamic stakeholder 
engagements for high- level functional transactions that take place within 
the blockchain-based academic credential management platform. The 
sequence diagrams in Figures 10 to 13 depict as UML entities, the 
components and actors defined in Section 4.2. Note that the use of 
pseudocode commands for the messages between components and entities 
suffice to demonstrate the dynamic stakeholder behaviour involved in the 
TrustED platform. The numbered circles in the diagrams correspond to the 
blockchain operation events as highlighted in Table 1.  

  

5.2 Credential Issuer Registration  

  

  
  

  
Figure 10: The TrustED protocol for Credential Issuer  

Registration  

  
The Credential Issuer in Figure 10 commences by creating a profile with their 
user details and KYC details and pushes the same to the Stakeholder 
Manager component. The Stakeholder Manager sends a verification request 
along with the user details and KYC details to the KYC Manager, which 
performs a self-loop and verifies the Credential Issuer’s details and stores 
them on the blockchain. A notification of confirmation is then sent to the 
Credential Issuer. The said blockchain operation pertaining to the storage of 
KYC details is highlighted in Figure 10 and is numbered 1 in reference to the 
related entry in Table 1.  
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5.3 Credential Holder Registration & Uploading Credentials  

The sequence diagram in Figure 11 depicts 2 blockchain transactions that 
carry numbers 2 and 3 in correspondence to Table 1. As per the said figure, 
the Credential Holder commences by creating a profile with their user 
details and KYC details and pushes the same to the Stakeholder Manager 
component.  The Stakeholder Manager sends a verification request along 
with the users details and KYC details to the KYC Manager which performs a 
self-loop and verifies the Credential Holder’s details and returns a 
confirmation to the Credential Holder. The Credential Holder then uploads 
the credentials to the Credential Management where a selfloop is 
performed to store the credentials along with the credential details and user 
details on the blockchain. Later the credential manager sends a confirmation 
that the credentials are stored on the blockchain to the Credential Holder.  
  

  

  
  

  
Figure 11: The TrustED protocol for Credential Holder  

Registration & Uploading Credentials  

  

  

5.4 TrustID Issuance  
The blockchain transactions numbered 4 to 6 in Table 1 are featured in 
Figure 12. Accordingly, the Credential Issuer herein commences by 
uploading and verifying the Credential Holders credentials with the user 
details and credentials to the Credential Management which performs a 
self-loop and sets the credential status as Verified with credential ID. The 
Credential Management then performs another self-loop and checks KYC 
Compliance with the help of the Credentials Holder ID.    
The subsequent alternative combined fragment therein showcases the KYC 
compliance. If the KYC is found true, then the Credential Management sends 
an Issue Trust ID Request along with the user’s ID and credentials to the 
TrustID Management. The TrustID Management performs a self-loop to 
generate and issue a Trust ID based on the user’s ID and the same is sent to 
the Credential Management. The Credential Management will then send the 
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TrustID to the Credential Holder. But if there is a non-compliance of KYC then 
a notification of KYC Compliance Error is sent to the Credential Holder. In 
the Event that the Credential Holder need to update their credentials they 
send a Credential Update Request along with their user’s ID and credentials 
to the credential Issuer.  
 
The Credential Issuer then performs a self -loop to verify the Credential 
Update Request with its own records using the user’s ID and credentials. The 
Credential Issuers then sends an Update Credentials Request along with the 
user’s ID and updated credentials to the Credential  
Management  

  

  

  
  

  
Figure 12: The TrustED protocol for TrustID Issuance  
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6 Token Economy  
  
Layered on top of distributed ledgers, depending on the application at hand, 
is the concept of cryptocurrency or tokenized systems. This is particularly 
applicable in public distributed ledgers such as Ethereum, Bitcoin, IOTA and 
others. In this section, we describe the token operations that will be 
employed within the TrustED ecosystem. Section 6.1 provides a brief 
introduction to the structuring of the TrustED token (TED) and Trust Credits 
(TCRD). Section 6.2 looks at the conversion dynamics between TED and 
TCRD and Section 6.3 describes the staking mechanisms that will be 
deployed within the TrustED system. Finally, Section 6.4 specifies details of 
the TrustED Initial Token Offering (ITO) along with a breakdown of the total 
supply and the allocation of raised funds.  
  

6.1 The TrustED Token (TED)  
For managing payments and receipts on the TrustED platform, the Ethereum 
mainnet provides a suitable solution. The TrustED Token (TED) will be based 
on the ERC20 standard. The motive behind utilizing this standard is due to 
its wide acceptance and interoperability as well as its ability to easily be 
implemented into other services. In order to minimize the high transaction 
fees and avoid the low throughput of the Ethereum network, the TrustED 
platform accounts for all transactions within the system using a utility token 
TCRD (TrustED Credits) that is hosted on TrustEDs private blockchain 
network. This yields significantly lower transaction fees and higher 
scalability of operations within the TrustED network.  
 
The TCRD token is tied to the value of USD in a 1:1 ratio at the moment they 
are converted from TED tokens. The conversion mechanism employed is 
described further in section 6.2 The cost for all services on the TrustED 
platform are listed in TCRD tokens and all the interactions within the system 
(between converting TED to TCRD tokens and then converting them back to 
TED for the purpose of withdrawal) are managed using TCRD tokens. In 
jurisdictions where taxes are applicable for utility token transactions, the 
additional costs will reflect in the price of utilizing a service on the platform. 
TrustED will maintain a token Payout Pool for the management of token 
conversions within the platform. The TrustED Payout Pool is essentially a 
smart contract escrow, where TED tokens cannot be withdrawn, other than 
when converting TCRD back to TED for the purpose of withdrawing from the 
platform.  
 
Due to the current nature of low adoption of crypto currencies and tokens, 
TrustED will enable all transaction on the platform to be conducted in both 
fiat and the native TED Token. In order to incentivize users of the platform 
to utilize the native TED Token for transactions, an additional 10% fiat tax 
will be introduced for all fiat based transactions. The motive behind this fiat 
tax is to persuade end users to familiarise themselves with native tokenised 
transactions and increase the user adoption amongst the TED Token on the 
ecosystem due to the more affordable rates on offer for payments. Fiat 
payments will only be made available on the platform for the initial stages 
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of the project to assist with user adoption and ease of utilization, before 
being abolished and only the native TED Token being the currency of use on 
the platform. 
 

6.2 Token Conversion Dynamics  
When TED tokens are delivered for conversion by a user, the TrustED system 
has a smart contract designed to mint TCRD tokens based on the conversion 
mechanism encoded. These TCRD tokens are tied to the value of USD in a 
1:1 ratio at the moment of conversion and pegged to the respective amount 
of TED at the existing exchange rate. TCRD tokens are generated by the 
system on request and burned when converted back to TED tokens. The TED 
tokens converted by the user are transferred to the TrustED Payout Pool.  
 
When users wish to withdraw tokens from the platform they can convert 
their TCRD tokens back to TED tokens via a smart contract mechanism, and 
then withdraw the TED tokens to another wallet, or exchange platform. The 
amount of TED tokens that can be received for each TCRD token 
corresponds to the amount spent when their amount is originally minted, 
i.e., the exchange rate is set at the time when those TCRD tokens are 
originally purchased by the user. The TED tokens used for paying out users 
will be obtained from the TrustED Payout Pool and the TCRD tokens 
converted are burned by the system.  
 
For managing the conversion of tokens from TED to TCRD, TrustED provides 
middleware that converts tokens as per the request of the user, or based on 
smart contract transactions within the system. The value of each TED token 
in comparison to the TCRD token is defined by the aggregated mean 
calculated from the real time exchange rates of TED to USD, on all reputed 
exchanges that list TED tokens. The number of TCRD tokens ‘y’ available for 
‘z’ TED tokens is calculated using formula (1)    

  

  
  

Where, ‘x’ is the aggregated mean of the TED to USD exchange rates 
on exchanges that have the TED token listed. The aggregated mean ‘x’ is 
calculated using formula (2)  

  

  
Where, the exchange rates from TED to USD on exchanges that list the 

TED token is ‘Pe’ and ‘n’ refers to the total number of exchanges that list the 
TED token. The number of TED tokens ‘z’ that amount to ‘y’ TCRD tokens is 
calculated by dividing ‘y’ with the aggregate mean of the TED exchange rates 
‘x’. The TCRD/TED exchange rates pertaining to each user are recorded on 
blockchain at different points of interaction between that user and the 
TrustED system, e.g., when a user converts TED tokens to TCRD tokens or 
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when a user earns TCRD tokens through block rewards on the platform. 
These exchange rates are recovered by the conversion smart contract at the 
time the user wishes to withdraw funds from the system. When the tokens 
are withdrawn from the system, the exchange rates are taken into 
consideration chronologically based on their time of occurrence.  

  

6.3 Token Staking Mechanism  
In regards to blockchain technology, the TrustED system relies heavily on the 
validation of blockchain transactions, for which Bitcoin’s (Nakamoto, 2008) 
proof-of-work (PoW) based consensus fabric is currently the dominant 
application (Arthur Gervais, 2016). However, research in the domain of 
database-replication protocols, notably, the classical state-machine 
replication, and in particular its Byzantine fault tolerant (BFT) variants, 
focuses on the scalability limitations of PoW based blockchains (Vukolić M. 
, 2016). Proof-of-stake (PoS) transaction validation can be considered a 
more suitable application considering the scale of TrustED’s operations 
(Aggelos Kiayias, 2017). Hence, we decide to follow a PoS approach for our 
primary ERC20-compliant TED Token, while all transactions on the 
permissioned private blockchain for the TCRD token, rely on Proof-of-
Authority (PoA).   
 
The TrustED network will be a private consortium of its technology and 
business partners, Credential Issuing Authorities (Schools, Universities, 
Certification Agencies, etc.) and Identity Verification Authorities 
(Government Agencies, Cynopsis, Civic, etc.) Each of these authorities will 
need to be validated/verified by TrustED in order to be added as a 
participating node on the network. Once all the necessary criteria have been 
met, these participants will be required to stake on the network as a 
prerequisite to operate a Node. There will be a minimum stake amount 
across the board as decided by TrustED management, or in certain cases, as 
negotiated between TrustED and the staking party.  
 
The node operators will be required to purchase a stake from the circulating 
supply of TED tokens that is locked up for a predefined period. The token 
stake is obtained on the market or through TrustED which purchases the 
token themselves as a service for the node operators. TrustED will only allow 
certain applicants to stake on the network in order to ensure that their 
incentives are aligned with the requirements of the ecosystem in order 
maintain the integrity of the network. Academic Institutions, Government 
Agencies and Identity Verification Authorities will not risk losing their 
reputation and hence are less likely to process a malicious transaction.    
 
The validation mechanism is triggered each time a new block of transactions 
is generated. Validators are selected with a probability proportional to the 
staked amount of tokens. Users are incentivized to join the validator pool 
and provide the deposit through a token reward that is minted as part of 
every new block. The token reward is split, one part being transferred to the 
block validator while the rest is distributed among all validators, 
proportional to the staked amount of tokens. Finally, the rewards are 
transferred immediately instead of being locked up with the stake. As a 
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means to attract as many validators as possible, even with small stake sizes, 
TrustED introduces a progressive tax on token rewards - the larger the stake 
of the block validator, the smaller the percentage of tokens distributed to 
the validating node and greater the number of tokens distributed among all 
other validators.  
 

The reward tokens are minted as part of each new block thereby 
implementing an inflationary token model. The inflation rate, and hence the 
token reward size is not fixed and depends on the overall amount of staked 
tokens that are locked up. In case the number of staked tokens is too low, 
which represents a shortage of sufficient validators, the inflation rate slowly 
increases and as a result the block rewards increase as well. The intention is 
to encourage further validators to deposit more tokens for validation 
purposes. In case too many tokens are locked up and the missing liquidity 
results in unjustified token prices, the inflation rate slowly decreases. Similar 
to the difficulty adjustment period of Bitcoin, the inflation rate adjustments 
are performed regularly after a predefined number of mined blocks.  

  

6.3.1 Parameter Selection  
Providing exact numbers for the token economy parameters such as the 
maximal and minimal inflation rate caps, the target percentage of staked 
tokens, the reward distribution split, as well as the progressive tax 
percentage, is not feasible at this early stage of the TrustED project. For the 
annual inflation rate, TrustED aims to maintain a lower cap of zero percent 
while the upper cap will not exceed five percent - similar to the annual 
inflation rate of the EOS project. A negative inflation rate is undesirable for 
the TrustED ecosystem as it would result in the need to forcefully remove 
existing tokens. Furthermore, a target percentage of fifteen percent is 
looked at as a minimum, while the ideal percentage will be aimed higher.  
 
All parameters are further refined during early tests of the network in 
collaboration with academic as well as technical partners before the initial 
launch of the platform. Alternatively, once growth has stabilized, TrustED 
may leave the door open to revisit the inflation policy, informed by the 
stakeholders. To allow for later changes of these parameters, a governance 
model may be implemented where each validator has exactly one vote no 
matter the stake size. Moreover, the governance system may also be used 
to coordinate and enact the punishment of malicious nodes. Malicious 
nodes are those validators that are caught approving incorrect transactions 
or universities that record counterfeit credentials. However, governance 
models in decentralized ecosystems with opposing interests for different 
stakeholders bear the risk of voting on parameter changes that favor one 
set of stakeholders, while harming the overall ecosystem at the same time.  
 
 

6.4 Business Model and TED Transactions 
 
TrustED will deploy a business model that will be based upon a revenue 
stream dependant upon all credential verification payments and 
transactions.  
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TrustED will utilize tokenized transactions on the platform to produce a 
frequent revenue stream for the project and ensure long term business 
sustainability. TED Tokens will be the preferred currency of choice for all 
transactions on the platform due to the limited fees associated. Fiat 
transactions will also be utilized on the platform, however, will result in an 
additional 10% fee per transaction. TED Tokens will be utilized for the 
following transactions on the platform: 
 

 Verifying an academic credential of a prospective student which has 
been TrustED Verified. 

 Students/Credential holders who upload their own credentials onto 
the platform and wish to have them verified. 

 
 

In the first instance above, verifying parties will be required to pay a fee for 
the instant verification of one’s academic credentials. Instant verification for 
the requesting party means that their job is exponentially more efficient. 
With TrustED, that individual does not have to manually call the institution, 
verify their identity and then provide the information of whoever is under 
review - potentially saving hours. TrustED will further release the cost for 
academic credential verifications in the near future, however it can be 
assumed that if each hour salary is $10-$20 per a similar price base will be 
used for verification. Additionally, the fee paid by the verifying party will be 
proportionately split with the issuing academic institution.  
 
In the second instance, Students/Credential holders will have the ability to 
upload their academic credentials onto the platform free of charge and 
utilize the platform as a permanent cloud storage ecosystem for their 
academic credentials. Requests to view these credentials will be free of 
charge due to the nature of them not being officially verified. 
Students/Credential holders will further have the option to grant full 
permission for TrustED to contact the corresponding credential issuing 
institution and verify that the academic credentials are legitimate. In doing 
so, the student/credential holder will pay a further determined fee to 
TrustED to expedite the process and confirm the academic credentials are 
legitimate. The process will involve TrustED receiving permission from the 
credential holder to contact their corresponding issuing academic institution 
to verify that the credentials are legitimate. Once the process has been 
completed, the credentials will then be marked as TrustED Verified, 
whereby the verification method will then convert into the same method for 
academic credentials issued by institutions, whereby a fee will be required 
to verify the credentials. In this instance however, the fee will be 
proportionately split amongst TrustED and the student/credential holder 
who initially uploaded the academic credential. By rewarding the credential 
holder in this instance, it will motivate further credential holders to utilize 
the platform for storing their academic credentials, whilst also motivating 
academic institutions to adopt the TrustED ecosystem due to potential 
missed revenue streams. In addition, TrustED is working with advisers and 
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Artificial Intelligence (AI) consultants to incorporate AI and Machine 
Learning into the process of verifying academic credentials uploaded by 
students to streamline the process and reduce administrative overheads 
associated in this process.  
 
TrustED is currently consulting with legal representatives and academic 
institutions to gather more information on the legal requirements in order 
for TrustED to open a third service into its ecosystem whereby it will act as 
a direct middleman for verifying academic credentials on behalf of third 
parties. For instance, TrustED will have the ability to respond to any 
academic credential request one may have regarding a student, and contact 
the relevant issuing academic institution to verify the credential and publish 
the result on chain, regardless of whether they are apart of the TrustED 
ecosystem or not. This would than result in TrustED becoming the 
predominant service for academic accreditation, enabling academic 
credentials of students from around the globe to be verified through the 
TrustED Ecosystem regardless of whether they are apart of the ecosystem 
or not. Section 6.5 of this whitepaper further outlines AI integration into the 
TrustED ecosystem to streamline the verification process on TrustED’s 
behalf for student uploaded credentials, or external verification requests. 
 
In addition, it can be noted with the staking mechanism granted to node 
operators, and the reward incentives node operators will be granted for 
participating on the network, institutions and permissioned parties who 
have the ability to run a node and be rewarded for their participation will be 
required to lock up TED Tokens for an undefined period, which will be 
subject to further negotiation with the parties. Locking up TED Tokens for 
an undefined period will reduce the current supply of tokens circulating 
amongst the public, whilst as the rate of parties who decide to run a node 
and be rewarded increases, the inevitable demand for the TED Token will 
increase, with the circulating supply decreasing simultaneously.   
 
 

6.5 AI Agent for Credential Acquisition via Email 
 
Third parties wishing to access the verified academic credentials of an individual 
will be able to do so quickly and easily via the TrustED ecosystem if the 
individual’s credentials have already been stored. However, certain individuals 
may not yet have their records stored on the ecosytem when the request is 
made. If the system is to be truly scalable, an automated system will need to be 
put in place to process these initial credential captures - this will only need to 
take place once for each individual per institution in question. For this reason, 
TrustED has developed an automated AI system capable of processing a huge 
influx of requests in parallel, with minimal human intervention. 
 

6.5.1 Overview of System Operation 
 
The operational flow of the system is described in detail in fig 13 below. The 
process begins when a request is received with information about an individual. 
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The AI will then contact the institution and request the candidate’s credentials - 
it will continue to communicate with the institution until it receives the 
credentials, providing any information necessary along the way. TrustED staff will 
only need to intervene if the AI does not manage to find the necessary 
information in its databases or cannot understand (find a suitable reply) to an 
email received from the institution. 

 

 
 

Figure 13: Diagram illustrating the operation flow of the TrustED Email AI 
 

 6.5.2 Backend Component Description 
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The back-end was designed with a microservice architecture 
(https://www.researchgate.net/publication/323944215_Microservices_Archite
cting_for_Continuous_Delivery_and_DevOps) to allow for efficient scaling, long-
term growth and redundancy. This also allows for uninterrupted service during 
upgrades, such as when the AI models are re-trained and updated. Each of the 
components shown in Figure 14 below can be replicated and traffic load-
balanced between them.  

 
 
Email Agent 

 
The email agent is the core of the system and facilitates communication between 
all of the system’s elements. It contains the business logic responsible for 
coordinating the process flow as detailed in Fig 1 - including receiving the initial 
request, detecting the language, searching for information among the various 
databases and interrupting the automated process if human intervention is 
required. 

 
Collection of AI Models and State Cache 

 
Each of the AI Models takes a context (email thread history, including its own 
responses) as input, and outputs a response along with an optional action, such 
as information retrieval from a database. Because the AI deals with email, there 
may be long idle periods between usage. To avoid wastage of computational 
resources, and expensive data reprocessing, the state of the AI model is stored 
in the state cache. When a response is detected in an email thread:  

1. The AI model state for that particular thread is loaded from the cache 

2. The most recent piece of information is processed 

3. The output is communicated to the agent 

4. The new updated state is stored in the cache 

5. The AI service is shut down to save resources 

There is a different model trained for each language the AI will be required 
to interact in. 

 
Email API 

 
This is the API which will be used to retrieve the various email threads and send 
responses. Each email thread is assigned a unique ID by the API that will be used 
to keep track of the request throughout the system (eg: used to load the 
corresponding AI state for a particular email thread). 

 
Institution Database 

 
This database contains information about a given institution - such as the email 
addresses that should be contacted for academic credential queries and what 
language the institution should be contacted in. 

 
 
Candidate Database 
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This database contains information about a given academic candidate or past-
student. Information is populated here first from the initial request that should 
contain the students name, institution and claimed qualifications. Ideally, the 
initial request would also come with a unique identifier such as a student number 
or national ID number. However, it is a possibility that the individual may be 
uniquely identified with the aid of the institution without this information. After 
the credentials are received from the institution, this database will also contain 
a copy of the original unprocessed credentials - with a uniform processed copy 
being stored on the blockchain. 

 
TrustED Admin Portal 

 
The admin portal allows TrustED staff to easily intervene if the AI is unable to find 
the required information to contact an institution, is unable to provide additional 
details about an individual or is unable to understand an email it has received. 

 

 

 
 

Figure 14: Diagram depicting the components of the back-end and their interaction scheme. 
  

 

6.5.3 AI Design  
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There are two main architectures that artificial conversational entities or 
‘chatbots’ can be broadly divided into - generative and selective. Generative 
models utilise encoder-decoder frameworks to generate free-form answers. 
The preceding conversational content (also known as the context) is encoded 
into an input vector, which is then decoded to produce a reply word-by-word. 
Both the encoder and the decoder make use of RNNs (Recurrent Neural 
Networks), usually a LSTM (Long-Short Term Memory) Network  
 
RNNs are necessary for most text processing applications as they have memory 
and the understanding of a word is critically dependent on those that came 
before it. These models have the advantage of being able to respond to a wide 
variety of potential questions, but are also prone to grammar and syntax errors 
as well as having somewhat unpredictable behaviour. Selective models encode 
the context in the same way as generative models, but then instead search for 
the most suitable response out of a predefined pool of responses. This clearly 
has the disadvantage of being constrained to a fixed set of responses, but the 
responses can all be carefully tailored to context and contain no errors. Selective 
models are also known as DSSMs (Deep Semantic Similarity Models), as the 
similarity of the context and each potential response is calculated after encoding 
to decide which is most appropriate. 

 
As the TrustED use case is very domain-restricted and requires a high amount of 
professionalism due to the official nature of the communications, a selective 
model is a natural choice. The architecture, as depicted in Figure 15, consists of 
3 main elements: A context encoder, a looped response encoder and 
comparator, and the final output selector. The internal workings of each are 
described below in the order of information flow during inference. 

 
Feed-Forward (inference) Process and Motivations 
 
Context Encoder: 

1. First the text is pre-processed. The text in question would be the latest 

piece of context - i.e the most recent reply received from the Institution. 

This entails removing punctuation, stop words and capitalisations. Stop 

words are words that convey no valuable information such as the, is, at, 

which and on. This step removes unnecessary variables, removing noise 

from the input and allowing for more accurate and consistent 

interpretation by the AI. 

 
2. Word embedding is a process whereby each word in a piece of text is 

replaced with a corresponding vector. Vast datasets of text are used and 

a neural network is trained to attempt to predict a word given its 

neighbouring words. This network then learns to map words to vectors 

where similar words are now close together in the vector space. When 

words are represented this way, the AI is fed more information than if it 

were given the words alone. A word-embedding pre-trained on the 

appropriate language version of Wikipedia will be used such that a large 
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variety of words can be learnt in their appropriate contexts. After this 

stage is complete, the text is now represented as an array of vectors 

where each vector represents a word. 

 
3. When word embedding is used, a generic reserved vector is usually used 

for words that were encountered infrequently during the training 

process. This would be the case with many proper nouns. However, as we 

know the name of the candidate and the name of the institution we can 

substitute those proper nouns for the same vectors in every case, giving 

the AI consistent knowledge of when an institution or candidate is being 

referred to regardless of their names.  

 
4. An LSTM network is then used to process the array of word vectors. First, 

the network is initialised with a saved state from the state cache. This is 

equivalent to the network ingesting the entirety of the historical context 

(messages from the institution and the AI’s own replies). The arbitrary-

length word vector array is then fed through the LSTM, and the final 

output taken as a result, which is always a single vector. 

 
Looped Response Encoder and Comparator: 

 
The response encoder operates similarly to the context encoder, except that the 
process is repeated for every one of the potential responses in the response pool. 
The responses can be crafted in a generic fashion, making the specific entity-
vector substitutions unnecessary. The names of the candidate and institution can 
then be inserted afterwards, replacing the generics. The word-embeddings of all 
the responses can be pre-computed to save processing time. The LSTM network 
works much the same except that it is not initialised with any particular state 
information. After each potential response is processed into a final singular 
vector, they can be compared using cosine similarity to the final context vector. 
The result of each comparison is then stored in the scored response pool. 

 
 
Final Output Selector 

 
The response with the highest score is selected from the scored response pool. 
This need not simply be a text reply, but can be an object that contains both text 
and an associated action, i.e the selected output may be an email providing 
additional information to the institution but also contain an API call to retrieve 
this information. The best response is given along with its similarity score. If the 
score is below a certain threshold, this indicates that the AI is unsure of a suitable 
response. The email is then directed to TrustED staff to answer manually. 

 
 
Network Training Procedure 
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The selective model chosen for the AI design allows for a relatively easy training 
process. Initially, staff will be required to analyse a moderately sized collection 
of credential inquiry interactions and identify what they consider a set of 
responses extensive enough to cover all of their cases, but not so large such that 
some responses become redundant. The email threads will then be played back, 
with staff selecting the appropriate response at each point in time. These 
responses are then recorded to train the AI. If the AI is unsure of a particular 
response, it will defer to the staff to answer. This example will then be added to 
a pool of new training examples which will be used to retrain the AI at regular 
intervals. The BPTT (Backpropagation Through Time) algorithm will be used to 
train both of the LSTM networks with an objective of maximising the similarity 
between the desired response and the context in the vector space 
representation.  This is done using a triplet loss function - so named as it takes 
the context, correct reply and an incorrect reply as its inputs.  
 

 
 
Figure 15: Diagram depicting the internal components of the AI Models as shown in Figure 
14. 
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6.6 The TrustED ITO  
ITO’s have become the quintessential method for blockchain based startups 
to raise funds for the development and growth of their projects. Forbes 
highlighted that ITO funding outpaced Venture Capital funding in the year 
2017, and it’s no surprise owing to the fact that the requirements for 
investor participation are much more feasible in comparison to traditional 
fund-raising strategies. Apart from raising funds for the project, one of the 
key reasons behind TrustED’s decision to launch an ITO is the need to issue 
the ERC20 token and build a community that will use the token to facilitate 
staking and transactions within the TrustED ecosystem.  
  

  

TrustED ITO Summary 

Token Name  TrustED Token (TED)  

Token Type    ERC20  

Token Price  US$ 0.02  

Total Token Supply    1,720,000,000.00 TED  

ITO Token Supply  1,204,000,000.00 TED  

ITO Duration  Q1 2019  

Soft Cap  US$ 11,000,000.00  

Hard Cap  US$ 21,070,000.00  

 
 Table 2: The TrustED ITO Summary  

  

  ITO Token Sale Breakdown  

ITO Stage    Tokens Released  

20 % Bonus Round    301,000,000.00 TED  

15% Bonus Round    301,000,000.00 TED 

10 % Bonus Round    301,000,000.00 TED  

5% Bonus Round    301,000,000.00 TED  

  
    Table 3: The TrustED ITO Token Sale Breakdown  
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TrustED will launch an Initial Token Offering (ITO) in order to raise the funds 
necessary for the development, marketing and expansion of the project. All 
funds raised through the ITO will be utilized and distributed as highlighted 
in the subsequent figures below. The TrustED ITO will offer the TrustED 
Token (TED) to participants, which will be an ERC20 token hosted on the 
Ethereum Mainnet. The ITO will commence with a private pre-ITO, followed 
by a public ITO that will take place in four stages. The jurisdiction of issuance 
of the TrustED ITO will be out of Australia, and will accept payments in BTC 
(Bitcoin) and ETH (Ethereum).  

   
Figure 14: TED Token Supply Allocation and 

ITO Funds Allocation  
  

 

7 Implementation and Growth  
  

In this section, we explore the strategies employed by the TrustED 
management in order to drive adoption and growth of the platform. Section 
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7.1 looks at the team behind the TrustED platform and the adoption 
strategies that will be implemented to drive user growth at a commercial 
and institutional level. Next in Section 7.2, we compare other blockchain 
implementations, specifically related to the academic credential verification 
space and how they fare against the value offerings of the TrustED platform. 
Section 7.3 evaluates the deployment feasibility of the TrustED platform by 
exploring existing technology solutions and specifically existing and 
emerging blockchain-technology solutions for rapid industry 
implementation. Note that the technology implementations suggested 
herewith are tentative and are based on the solutions available in the 
market during the writing of this paper. In Section 7.4, we provide a 
prospective roadmap for the deployment of the TrustED ecosystem, and 
finally in Section 7.5 we describe the potential for implementing these 
technologies on the TrustED platform, respectively citing relevant 
limitations and acknowledged industry drawbacks.  
  

7.1 Adoption Strategies  
TrustED has strategically hired technology experts and advisors experienced 
in the academic space to provide their support, specifically with market 
entry and product expansion. This includes individuals from academic 
institutions such as Harvard University, California State University, The 
University of Manchester, University College London, The University of 
Granada as well as the European Commission of Education, just to name a 
few. The TrustED team is currently in the process of proposing a proof-of-
concept (POC) implementation of the technology to several universities, and 
academic institutions globally. Included will be the benefits of not only 
integrating blockchain technology, but also the benefits of running a node 
in the instance they wish to.  
 
A pilot of the platform will be the initial stage of onboarding, followed by 
feedback from the schools and then working around their requirements to 
fully implement the tech. Development of TrustEDs working application 
began in early November of 2017, hence, creating the distinct advantage of 
having academic institutions testing TrustEDs POC, immediately after the 
ICO campaign. TrustED has strategically partnered with NetObjex, based out 
of California to act as their official technology and business partners. 
NetObjex will use its experienced team to collaborate with TrustED’s 
technical and management partners, as well advisers to develop the TrustED 
ecosystem. This includes developing and implementing the technology, as 
well as assisting to expand and market TrustED. This as a result has enabled 
TrustED to open offices in California, USA and take advantage of the 
resources made available in the North American region.  
 
In order to drive adoption of the TED token, TrustED will charge a 10% 
transaction fee for all fiat based transactions within the system. This as a 
result will push and motivate verifiers to pay using the native TED Token. 
Due to current low adoption amongst the crypto token ecosystem, getting 
users to utilize the crypto token, as opposed to an already accustomed and 
convenient payment method in fiat poses to be a significant issue. By 
charging additional fees for using fiat, TrustED will look to motivate users to 
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migrate to using the TED token. During the initial stages of implementation, 
services on the TrustED platform will be free. This will enable the ecosystem 
to gain traction and become a real useful tool to not only universities, but 
also for employers looking to conduct background checks.  

  

7.2 Competitor Analysis  
A few platforms exist, or are in the process of being implemented, that are 
leveraging blockchain for credential management. While some of these 
platforms exhibit similar functionalities to the TrustED system, there are 
certain competitive advantages that make TrustED stand out from the rest. 
TrustED’s offering is more focused to a niche market solely targeting 
academic credentials and certificates. This lends to the reliability, stability 
and greater chance for rapid implementation and adoption of the platform.  
 
Additionally, it is likely that not all academic institutions will be willing to join 
the TrustED network. In the case of TrustEDs competitors, in the instance 
universities don't join their networks the platforms have no utility or use. 
However, TrustED offers credential holders the ability to use TrustED as a 
personal cloud storage mechanism for their academic credentials. 
Therefore, even though the credentials may be unverified, at the very least, 
the credential holders are given an immutable storage solution for their 
credentials backed by blockchain. In addition, credential holders will have 
the ability to pay to have their credentials verified, and can as a result 
receive competitive advantage over other potential job applicants who 
don’t have their credentials verified. 
 
TrustED has a strong advisory board and team, which particularly work in 
Academia. This helps establish the right connections and accurate know how 
in terms of the current accreditation system. Furthermore, the team is 
already in the process of developing a working product that is being tested 
by academic institutions.  
 
TrustED's token model acts as a reward mechanism for credential issuers 
who wish to join the network and participate in the decentralized 
verification of transactions. Academic institutions can opt to run a node, 
which as a result will enable them to earn passive rewards (through block 
rewards), serving as an extra incentive for these institutions to join the 
network. Finally, Academic institutions will receive a proportion of the fees 
paid to verify the academic credentials of their corresponding students.  
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Table 4: TrustED Competitor Analysis Matrix  

7.3 Industry Projects  
For developing TrustED’s distributed network, Hyperledger Fabric is 
implemented specifically for running smart contracts, that also provides 
various pluggable functions with common building blocks, to be reused via 
its modular architectural framework (Vukolić M. , 2017). Hosted by the Linux 
Foundation, Hyperledger Fabric is a permissioned blockchain that utilizes a 
public key infrastructure (PKI) (Maurer, 1996), facilitating the swift 
innovation of distributive ledger technology (DLT), common functional 
modules and the interfaces among them. Starting from the premise that 
there are no "one-size-fits-all" solutions, Fabric is the first truly extensible 
blockchain system for running distributed applications. It supports modular 
consensus protocols, which allows the system to be tailored to particular 
use cases and trust models. (Elli Androulaki, 2018). Some of the benefits of 
this modular approach are scalability, flexibility, and the ability for the 
components to be changed independently without affecting anything on the 
system.  
 
For the storage of TrustED’s digital assets, IPFS is a suitable 
contentaddressable, peer-to-peer (P2P) and distributed hypermedia 
protocol that yields an open-source file system. IPFS uses a high 
performance, decentralized alternative to the regular HTTP protocol, while 
also providing a high throughput content-addressed block storage model, 
with content-addressed hyperlinks. This forms a generalized Merkle 
directed acyclic graph (DAG), a data structure upon which one can build 
versioned file systems, blockchains, and even a permanent web (Benet, 
2014). A single computer participates with storing data subsets using 
content addressing, hash-linked lists and allows the development of 
distributed blockchain applications on top by placing immutable, permanent 
IPFS links into a blockchain transaction. Through this decentralized system, 
data will be spread across multiple nodes, eliminating the need of having a 
central server.    
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Ethereum is a platform for decentralized applications with Ethereum Virtual 
Machine (EVM) as its heart that executes smart contract protocols and store 
the resulting data, while also maintaining consensus for the Blockchain 
(Everett Hildenbrandt, 2017). A smart contract is invoked by receiving a 
transaction to its address. Transactions changing the state of a smart 
contract require gas fees in Ethers to cover mining expenses. For this reason, 
we can leverage the PoA consensus mechanism that does not use complex 
mining processes, but rather strictly defined verifier nodes on the network, 
that are authority figures, to provide consensus validation for creating new 
blocks12. For managing payments and receipts on the TrustED platform, the 
Ethereum mainnet provides a suitable solution (Glaser, 2017). The TrustED 
Token (TED) will be based on the ERC20 standard13. The motive behind 
utilizing this standard is due to its wide acceptance and interoperability as 
well as its ability to easily be implemented into other services.  A recent 
study compares the scalable, modular and extendable architecture of 
Hyperledger Fabric with Ethereum’s ability to provide a generic platform for 
all kinds of transactions and decentralized applications, along with the 
ability to create a cryptocurrency token-based system (Martin Valenta, 
2017). Considering TrustED’s use of a native token to facilitate transactions 
in the platform, the potential application would be a hybrid system with 
interoperability between Hyperledger and Ethereum. An initial proof-of-
concept integration between the Hyperledger Sawtooth and Hyperledger 
Burrow projects was recently completed. As a result of this integration, 
“simple” EVM smart contracts can now be deployed to Hyperledger 
Sawtooth using the “Seth” (Sawtooth Ethereum) Transaction Family14. 

 

 

 

 

 

                                                      
12 https://wiki.parity.io/  

  
13 https://theethereum.wiki/w/index.php/ERC20_Token_Standard  
14 hyperledger.org/blog/2017/08/22/hello-world-meet-seth-sawtooth-ethereum  
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7.4 Prospective Roadmap  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

7.5 Research Work  
Developing sound smart contracts without security flaws is a challenge and 
the system interactions as identified in the sequence diagrams leads to the 
conclusion that the TrustED system implementation will require a large set 
of cross-dependent smart contracts that do not yield concurrency conflicts 
or dependency issues. Writing fully secure smart contracts is problematic, 
and the evaluation of smart contracts is a topic of research for which a set 
of heuristics exist. Adopting best practices, identified from observing faulty 
development of smart contracts, can significantly help in the reduction of 
mistakes in the code. Additionally, other identified pitfalls are errors in 
encoding state machines, failure to use cryptography, misaligning 
incentives, and Ethereum specific mistakes like call-stack, blockhash and 
incentive bugs.   
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8 Conclusion  
  
TrustED employs a series of emerging technology solutions to create an 
incentivized ecosystem for all stakeholders of the platform and at the core 
of the TrustED solution is blockchain. The technology combines the dynamic 
nature of distributed ledgers with complex cryptographic functions to create 
a transparent and secure eco-system, mitigating the need for institutional 
control or third-party intermediaries. TrustED’s permissioned blockchain 
networks consist of verified nodes that routinely validate data transfers on 
the network, while simultaneously ensuring the synchronization of data 
stored on each node. This allows for the establishment of a truly peer-to-
peer ecosystem where manipulation of data stored on the network becomes 
almost impossible.  
 
The TrustED eco-system consists of participants which include, but are not 
limited to – academic institutions, employers, student/employee candidates 
and government institutions. These participants are broadly divided into 
credential issuers (being academic institutions, or other educational and 
training institutions), credential holders (graduates, students or employees) 
and verification requesters (who can be employers, employment agencies, 
and/or government institutions). Each participant can play one or more 
roles simultaneously within the system.  

  

• Credential Issuers  
Credential Issuers perform the task of uploading and verifying 
credentials of their graduates on the platform, in addition to 
attributing the identity of these graduates to their respective 
credentials. Furthermore, they are required to verify and action 
update requests by credential holders if they require changes to be 
made to their academic credentials. In addition, Credential Issuers, 
if eligible, can stake tokens on the TrustED network and participate 
in the validation of transactions to earn a passive income in the form 
of token rewards.  
  

  

• Credential Holders  
Credential holders are those users on the platform that want to store 
and access their academic credentials in a convenient and secure 
digital environment. Once KYC verified and acknowledged by their 
respective institutions, credential holders have complete control 
over the ownership and distribution of their documents within the 
platform. Credential holders have the ability to upload their 
credentials onto the platform. Although these credentials will need 
to be verified by the respective issuing authority in order for the 
credential holder to be issued a verified TrustID, the credential 
holders will benefit from being able to store their sensitive assets in 
an immutable network, free from manipulation or forgery. 
Additionally, if issued a TrustID, the credential holder can request to 
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update their credentials, but this can only be authorized and 
executed by the respective credential issuer.    
  

• Verification Requesters  
Verification requesters refer to TrustED users that are looking to 
validate the credentials of a credential holder on the platform. These 
users can view verified credentials of users on the platform free of 
charge unless the credential issuing authority in question requires a 
payment for the same. In this case, the verification requester will 
need to pay for the service either in fiat or in the platforms native 
token, as specified by the credential issuer. TrustED will charge a 10% 
fee for all fiat transactions in order to encourage participants to use 
the native token to make transactions on the platform.  
  

This paper specifies the implementation of a blockchain-based academic 
credential verification portal and presents its observations. First, we define 
the key solutions required to mitigate the concerns highlighted in the 
current status quo of the credential verification industry and put forth the 
requirements of a blockchain-based credential management platform 
sufficed by a hierarchical goal model. Assigned to the functional 
requirements organized in the goal model are a set of quality goals and the 
roles of stakeholders of the TrustED system with their respective emotional 
goals to be accomplished. Next, we derive a ULM component diagram 
architecture from the goal model that provides the static structure of the 
TrustED system. The dynamic behavior of the components with 
stakeholders are defined in UML sequence diagrams that also show 
blockchain transactions for event data that needs to be immutably stored 
on-chain. Additionally, a feasibility study for rapid implementation shows 
pre-existing industry solutions that allow for a rapid development of the 
TrustED system.  
 
The goal model derived first from the value proposition of a blockchain-
based credential verification platform, is divided into six highlevel functional 
goals namely Stakeholder Management, TrustID Management, Credential 
Management, Verification Request Management, Node Management and 
Transaction Management. A larger part of these functional goals have a set 
of quality goals that hold true for the whole TrustED platform namely, 
Immutable, Scalable, Distributed, Secure and Verifiable. Further the goal 
model identifies the participating stakeholders as TrustED, Credential 
Issuers, Credential Holders, Identity Verification Agencies, Government 
Agencies and Verification Requester.  
 
The component architecture derived from the goal model commences with 
the Stakeholder Management component and continues in a lifecycle from 
Data Pool Manager to Transaction Management. The component diagram 
shows conceptually labelled interface exchanges between the components. 
Furthermore, we assign the stakeholders in the component diagram 
corresponding to their roles in the goal model. We then use UML sequence 
diagrams to show the dynamic stakeholder engagement within the system. 
The dynamic structure of TrustEDs system that we depict, show that the 
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interactions involved in the credential verification sequence diagram is the  
most elaborate one while the most amount of predictable blockchain 
transactions, responsible for the issuance of TrustIDs and storage and 
verification of respective credentials and KYC details.   
 
Finally, we identify that the biggest limitations for implementing a sound 
credential verification platform on blockchain includes scalability and the 
inability to institutionally verify smart contracts. It is imperative to note that 
this informal and technical representation of the TrustED system does not 
highlight in detail the unpredictable dependency, redundancy and 
concurrency conflicts that may occur in the implementation of the system. 
Understanding these reliability issues through significant research work 
before implementation is essential to prevent loops and unnecessary 
deadlocks in the system. Additionally, it is crucial to look at the most current 
updates to blockchain technology solutions that can help tackle the issues 
of scalability and verifying smart contracts before the enactment of the 
TrustED system.  
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